Balancing Code Order and Loop Structure in Binary Code Analysis

Shadmaan Hye!  Matthew LeGendre? Katherine E. Isaacs’

'University of Utah, “Lawrence Livermore National Laboratory

Problem Statement Code Order vs. Loop Structure

In program analysis, it is often helpful Source Code Example Binary Code Example

to consider the code in both its Code Order

Loop Structure Code Order Loop Structure
line-of-code order and its loop order.

Block 1
I 0x1139: push %rbp 0x1139: push %rbp
int x = 0° int x = € ; 0x113A: mov %rsp, %rbp Ox113A: mov %rsp, %rbp
° ° ° e, o |
Existing layouts prioritize one at the int a = 8 int a = 0 1145 mov 50, -4(%6rbo) v1as movcfol’l'gé%rbp)
. - Ox114F: jmp 0x1159 X - Jmp UX
cost of the other. Our new layout while (x < 5) {
2

. lBIock 2 0x1151: add $2, -4(%rbp) Y
| . -Q(0 . -Q(o0
> (X < 5 ) 0x1155: add $1, -8(%rbp) 5| 0x1159: cmp $4, -8(%rbp)

balances both of these concerns a +=

X4+ 0x115D: jle 0x1151
} ; l 0x1159: cmp $4, -8(%rbp) 0
. . 0x115D: jle 0x1151
Solution: We introduce a novel layout ; , Block 3 0x1151: add $2, -4(%rbp)
. . _ print (a) ' a += 2° 0x115F: mov -4(%rbp), Yeax O0x1155: add $1. _S(erp)
that balances instruction order with ‘- ' 0x1162: MoV Y%eax, %esi | SR
loop structures, simplifying navigation. : 0x116E: mov $0, Yeax :

0x115F: mov -4(%rbp), %eax

Block 4 0x1173: call 0x1030 0x1162° mov %eax, %esi

Ox116E: mov $0, %eax
Ox1173: call 0x1030

print(a);

(

Our Novel Layout Approach

ldeal case: Indention Real case: Loops not Dotted Pseudo blocks suggest ideal Novel Layout of Loop Structure
matches loop nesting contiguous in binary code case while preserving real order using Pseudo or dotted blocks

rajaperf:...._omp_fn.0:826070 (loop_header) loop_1:1/2 | &
D: mov $0xO, OxFrfrffao(%rbp) 8
s nop
( ( rajaperf...._omp_fn.0:826071 (loop_header) loop_1.1: 1/3 | -

-« P 9x9EBCE: mov OxFIFfffa@(%rbp) @ , %rax

Ox9EBCA: cmp eXffffffCO(*rbp) neg , %rax

](_ [ ]< [ ]<_ CoxoEsce: 1 (FaJaperriiii.lomp. fn. 0826674 A

——————————

+ + l\ _________ ;l * rajaperf....._omp_fn.0:826074 loop_1.1: 2/3

___________

, rajapert:...._omp_fn.0:B26076 loop_1.7: 3/3

----------

( rajaperf......_omp_fn.0:826072 loop_1:2/2 \
: add $6x1, OxFFFfrffros(%rbp) 2

[ ] (9EBDS: cmp %rdx, OxFFFFFfo8(%rbp) B
. 1 rajaperf::.... omp_fn.0:82607¢ [/]

. ymp  rajaperf::.... omp_fn.0:826082 [/

 rajaperf:..._omp_fn.0:826074 loop_1.1:2/3 |
[ ] IxOEBED: mov $0x0, Oxffffffas(%rbp) =W

1 nop

Incorporating our Layout into a Program Analysis Interface

We incorporate our new layout in a visualization interface for examining source and binary code.

nput File Source: bubble_sort.cpp Disassembly View: 1 adl Disassembly View: 1 I L d
T SWiapping | | e = — rTT— S — — T oop Structure Order
Binary File Path 1 // C++ program for implementation ” — — Where a” the bIOCkS in
S P Memory Address v X Jum v x0—
2 // of Bubble sort d 4 Q Loop Structure X I
MemOry Address Order bubble-03 i 3 #include <bits/stdc++_ha . I I
4 usjpg.eeme=PECe std; Ox12AA: nop Ox0(%rax, %rax,1) WALLAAL NUP UXU(RIAX, RldX, 1)
Where the bIOCkS dare 5 0x12B5: nop Ox@(%rax, %rax,1) — 0x12B5: nop Ox@(%rax, %rax,1) e d partlcu ar Oop are
. 6 // A function to implement bubble sort - \ — - _ — : \ —— .
placed accordin g tothe — 7 i BUBBTSSREEIAE. GETLT: At bubbleSort:823 (loop_header) loop_1.1: 13 | <@ : V_ bubbleSort:823 (loop_header) loop_1.1:1/3 | <@ —— placed consecutlvely
8 { 0x12C0: movg (%rax),%xmme (vec) OBx12CO: movg (%rax) ,%xmm@ (vec) e
address they appear in 9 int:d, J; @x12C4: pshufd $6xe5,%xmme, %xmml (vec) __ 0x12C4: pshufd $0xe5,%xmme, %xmml (vec) S
Source Files 10 for (1 =0; 1 <n - 1; it++) -> 0x12C9: movd %xmmO,%dx (vec) —— 0x12C9: movd %xmm@, %dx (vec) R —
Memaor / =2 0x12C0: movd %xmml,%CX (vec) [ 0x12CD: movd %xmmi,%cCX (vec) T
y 12 // Last i elements are already Ox12D1: cmp %edx, %ecx — Ox12D1: cmp %edx, %ecx B .
home/prapti/RA_Kate/d = 2420 place 0x12D3: jge |bubblesort:e2s [/ e — 0x12D3: jge | bubbleSortiezs [/) - Blnary COde
A A= 14 For (1 =9; j <n-1-1; j+) > \ — : , .
Viz/sample_lnputs 15 if (arr[j] > arr[j + 1]) (veg) [ bubbleSort:B24 loop_1.1:2/3 | T bubbleSort:B24 loop_1.1:2/3 overview Where
bubble sort.cppl 16 swap(arr[j], arr[j + 1]); 0x12D5: pshufd $0xel,%xmme,%xmme - 0x12D5: pshufd $0xel,%xmme,%xmm@ ——
17 § -> | 0x12DA: movq %xmm@, (%rax) (vec) et — | Ox12DA: movq %xmmo, (%rax) (vec) | e the |ndentat|ons
. 18 3 2 — p > s S p—
PS eu d 0 bI 0 CkS ( d Ott ed usr//ncluc?'e/c++/74.1.1 35 74 Punicbion: toiprint an drray bubbleSort:B25 loop_1.1: 3/3 bubbleSort:B25 loop_1.1: 3/3 . I I
b/ts' | 20 void printArray(int arr[], int size) Gx12DE: add $0x4, %rax Ox12DE: "add $9x4, ¥rax VisuallZe 4 Oop
bIOCkS) here Visualize HaveIosT P 2 9x12E2: cmp %r8, %rax Ox12E2: cmp %r8, %rax
locgleLigren ii Nt s : ox12E5: jne |bubblesortises [ ox12E5: jne [bubblesertigza [/ structure
I . move.h for (1 = 0; 1 < size; i++ -> —— ———
ideal case like structure o cow <cary < o || eo— —— B ——
l I — / Dx12E7: sub $0x1, %esi Ox12E7: sub $0x1, %esi
while preserving the 26 3 S SxI2EAT cmp $6x1 esi
memOry address Order 28 // Driver code Ox12ED: jne [bubblesortis2l [/ Ox12ED: jne [bubblesort:gzi [/ PSEUdO :)IOCkS dare
29 int main() I . h h
o { — o =~ folice ooy e bubbleSort:B28 | loop_1: 4/4 rep aced with the
31 int arr[] = { 5, 1, 4, 2, 8}; 0x12E0: Sub $0x1, %esi ]
2; ingr:ezoifzeof(arr? / sizeo f(arr[e]); RO ox12F3: jmp [(bibblesoreiazi [/ aCtuaI b OCkS IN
t(arr, N); ->
34 cout << "Sorted array: \n"; Ox12EF: ret near 'ﬂi"auz : I
35 printArray(arr, N); -> . bubbleSort:827 thlS Order
36 return 0; [bUbblGSOftZBZS loop_1: 4/4 Ox12EF: ret near [Wainigizl [4)
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